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An Open Door to Learning 
 

        
 
 
 
 

 
Introduction  
Electronic technologies are an integral part of everyday life and are powerful tools, which 

open up new opportunities and can equip pupils with the skills necessary to participate in a 

rapidly changing world. However, the use of these new technologies can put children at risk. 

Some of the dangers they may face include:  

 

 Access to illegal, harmful or inappropriate images or other content 

 Unauthorised access to / loss of / sharing of personal information  

 The risk of being subject to grooming by those with whom they make contact on the 

Internet.  

 The sharing / distribution of personal images without an individual’s consent or 

knowledge 

 Inappropriate communication / contact with others, including strangers 

 Cyber-bullying 

 Access to unsuitable video / Internet games 

 An inability to evaluate the quality, accuracy and relevance of information on the 

Internet 

 Plagiarism and copyright infringement 

 Illegal downloading of music or video files 

 The potential for excessive use which may impact on the social and emotional 

development and learning of the young person.  

 
Many of these risks reflect situations in the off-line world and it is essential that this e-safety 
policy is used in conjunction with other school policies (e.g. behaviour, safeguarding, 
bullying and child protection policies). As with all other risks, it is impossible to eliminate 
those risks completely. It is therefore essential, through good educational provision to 
support the pupils so that they have the confidence and skills to face and deal with these 
risks. The aim of this e-safety policy is to clarify how the school plans to develop and 
establish its e-Safety approach and to identify core principles which all members of the 
school community need to be aware of and understand.   
 
 
 

E-safety and Photographic Image 

Policy 
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What do electronic technologies include?  
 

 Internet collaboration tools: social networking sites and web-logs (blogs)  

 Internet research: websites, search engines and web browsers 

 Mobile phones, tablets, computers, laptops, Learnpads, iPads  

 Internet communications: e-mail and IM as well as gaming consoles  

 Webcams and videoconferencing 
 
 
Education 
The education of young people is key to them developing an informed confidence and 
resilience that they need in the digital world. Indeed, internet use is a part of the statutory 
curriculum and a necessary tool for staff and pupils. However, we cannot realistically 
provide solutions to each and every potential issue arising in a rapidly changing world. As a 
result, young people must be able to transfer established skills and safe working practices to 
any new 'e-activities' they encounter.  It is also important that the adults who work with 
young people should be given training, support and advice in order to protect themselves. 
To support this, the following procedures are in place:  

 e-Safety rules are posted in all rooms where computers are used and discussed with 
pupils regularly. 

 Pupils are informed that network and Internet use will be monitored and 
appropriately followed up. 

 The school’s Internet access will be designed expressly for pupil use and will include 
filtering appropriate to the age of pupils. 

 Pupils are never left unattended with electronic technologies 

 e-Safety training will be embedded within the curriculum plans of each year group 
 
In addition to this, as part of their e-safety training, all pupils are taught: 

 What kind of Internet use is acceptable and what is not 

 How to research effectively 

 How to publish information safely 

 How to evaluate Internet content 

 What copyright entails 

 How to cross-check for accuracy 

 What to do if they encounter unsuitable content on the internet or feel concerned 
about anything whilst using electronic technologies 

 
 
Managing Internet Access  

 School ICT security is reviewed regularly. 

 Any issues with the filtering systems are reported to the IT Coordinator or to the 
school technician as soon as possible with details of the web address/specific search 
terms used, who can then resolve the problem.  

 Virus protection is updated regularly by the school’s technician.   
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E-mail  

 Pupils may only use approved e-mail accounts on the school system and must 
immediately tell a teacher if they receive offensive e-mail.  

 In e-mail communication, pupils must not reveal their personal details or those of 
others, or arrange to meet anyone without specific permission.  

 Incoming e-mail should be treated with care and attachments not opened unless the 
author is known.  

 The school does not encourage e-mail from pupils to external bodies unless the 
contact is well known. 

 The forwarding of chain letters is not permitted.   
 
 
Published content and the school web site 

 Pupil details are not available on the website. 

 The headteacher will take overall editorial responsibility and ensure that content is 
accurate and appropriate.   

 
 
Photographic images of children - consent 

 Parents/Carers must give written permission for their child to be photographed 
whilst in school and/or involved in school activities. In cases where a parent/carer 
does not agree to their child being photographed, staff must be informed and every 
effort made to comply with this wish 

 Parents/Carers must give written permission for photographs of their child to be 
published on the school website  

 Parents will be advised if media coverage is expected and their consent form 
expresses specific preferences 

 Apart from the school website, photographs will not be published anywhere else 
(e.g. newspapers) without additional discussions with and permissions from the 
Parents/Carers concerned  

 Pupils full names will not be used with their photographs anywhere on the school 
Web site  

 
 
Photographic images of children - appropriateness of images 

 Photography/recording will only take place in designated and adequately supervised 
areas ensure all children are appropriately dressed and suitably supervised. 

 We avoid using images of an individual child with no surrounding context. 

 We avoid using images of a child who is considered or known to be vulnerable unless 
specific permission is given.  

 We do not use images likely to cause distress or embarrassment to the child or 
parent.  

 We ask parents/carers not to use a video camera during school plays and 
productions, so that children who should not be filmed are not accidentally 
photographed.  

 We remain aware of children’s safety and challenge and report any inappropriate 
photography or intrusive photography.  

 Where applicable we review images regularly and delete/destroy any unwanted 
material. 
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 Pupils should be taught how and when it is appropriate to take photographs of one 
another and when it is not. They should also be encouraged to tell their teachers if 
they are worried about any photographs that are taken of them. 

 
 
Managing emerging technologies 

 Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use in school is allowed.  

 The school understands that technologies such as mobile phones with wireless 
Internet access can bypass school filtering systems and present a new route to 
undesirable material and communications, e.g. staff mobile phones. Therefore staff 
should not use their mobile phones in lessons or have them on show at any time.  

 Pupil mobile phones are not permitted in school, although they can be stored in the 
school office each morning and collected at the end of the school day. 

 The sending of abusive or inappropriate messages is forbidden 

 Webcams are not currently used in the school for photography or video 
conferencing. Any changes in the curriculum that would necessitate the use of 
webcams should be reported to the IT Coordinator.  

 The use of laptops and Learnpads should be clearly discussed and agreed with both 
staff and pupils. Inappropriate use, especially in respect to their camera/video 
capabilities should be reported immediately and their overall usefulness should be 
reviewed regularly. 

 All class teachers have access to an iPad for assessment purposes. Teachers must 
sign a consent form before using the tablet, which clarifies the terms of use. The 
iPad must always stay in school, will be locked away at night in a central storage 
facility and may be accessed at any time by a member of the SLT.  

 Class cameras and their photographic contents must always stay in school.  

 Data sticks, CDs, DVDs and portable storage devices that travel between home and 
school must not contain any images of children. 

 Any data storage devices that contain sensitive data must be encrypted.  

 Personal cloud storage technologies must not be accessed from school. 
 
 
Managing social networking, social media and personal publishing - pupils 

 The school does not currently allow access for children or staff to social media and 
social networking sites of any kind.  

 Pupils will be advised never to give out personal details of any kind which may 
identify them and/or their location whilst online. Examples would include real name, 
address, mobile or landline phone numbers, school attended, email addresses, full 
names of friends/family, specific interests and clubs etc.  

 Staff wishing to use Social Media tools/web creation sites with students as part of 
the curriculum will discuss this with the IT Coordinator beforehand. They will then 
risk assess the sites before use and check the sites terms and conditions to ensure 
the site is age appropriate.  

 Children will be told about the recommended ages for relevant social networks e.g. 
13 years of age for Facebook 

 
 
Managing social networking, social media and personal publishing – staff 

 The School recognises that many people make use of social media in a personal 
capacity. While they are not acting on behalf of the School, staff must be aware of 
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the potential damage that could be caused to the School if they are recognised as 
being a member of staff.  Any communications that staff make in a personal capacity 
through social media must not bring the School into disrepute and should note that 
any breaches of this policy may lead to disciplinary action.  

 Staff are not allowed to access social media websites from the School's computers or 
devices at any time. This includes all social media forums such as Facebook, Twitter 
and LinkedIn and websites such as YouTube, Pinterest and Flickr but will also include 
many other sites. If in doubt, staff should discuss whether a site they want to access 
if suitable or not with the IT Coordinator. 

 Personal use of social media is never permitted during working time or by means of 
our computers, networks and other IT resources and communications systems. 

 Any communications made on a social forum whilst employed at our school must 
not: 

-place a child or young person at risk of harm 
-bring the School into disrepute 
-use social media to bully another individual 
-post images that are discriminatory or offensive or links to such content 
-publish defamatory; discriminatory; illegal; sexual; racist or other offensive 
material; -publish material which is confidential or would breach copyright or 
data protection principles 
-promote personal financial interests, commercial ventures or personal 
campaigns in school time 
-publish anything of an abusive or harassing nature 
-use social media/internet sites in a manner that would put staff/governors in 
breach of school codes of conduct or existing policies 
-discuss matters relating to school, staff, pupils or parents/carers for which the 
social media is not considered to be an appropriate forum 
-inappropriately hold the user out as, or imply that they are, a representative of 
the school when using social media/internet sites in a private context 
-interact with pupils via social media/internet sites  
-interact with parents/carers of pupils via social media/internet sites 
-interact with any ex-student who is under the age of 18 
-provide false or misleading information about the school, its staff or pupils 
-use social media/internet sites to raise complaints/grievances 

 Governors, as well as staff, should also consider whom one ‘friends’ on social media 
sites. Due to the role of the governing body and its general responsibility for the 
conduct of the school, it is sensible to maintain a certain level of separation between 
governors and staff.  

 Teachers and other staff members should exercise caution when considering inviting 
work colleagues to be ‘friends’ on social networking sites, as this may create a 
conflict/difficult situation in the future. 

 
 
Protecting personal data 

 Personal data will be recorded, processed, transferred and made available according 
to the Data Protection Act 1998.   

 
 
Authorising Internet access 

 All staff must read and sign the “Staff AUP Agreement for ICT‟ before using any 
school ICT resource.   
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 The school will maintain a current record of all staff and pupils who are granted 
access to school ICT systems. 

 Children will also discuss and agree to AUP guidelines before being allowed to use 
the internet 

 All staff and volunteers will read and sign the School Acceptable Use Policy before 
using any school ICT resources.  

 Parents will be asked to read and sign the School Acceptable Use Policy for pupil 
access and discuss it with their child. 
 
 

Assessing risks 

 The school will take all reasonable precautions to prevent access to inappropriate 
material. However, due to the international scale and linked nature of Internet 
content, it is not possible to guarantee that unsuitable material will never appear on 
a computer connected to the school network. 

 Neither the school nor West Sussex County Council can accept liability for any 
material accessed, or any consequences of Internet access. 

 The school will audit ICT use to establish if the e-safety policy is adequate and that 
the implementation of the e-safety policy is appropriate and effective.   

 
 
Handling e-safety complaints 

 Complaints of Internet misuse will be dealt with by the Headteacher along with the 
IT Coordinator.  

 Any complaint about staff misuse must be referred to the Headteacher. 

 Complaints of a child protection nature must be dealt with in accordance with school 
child protection procedures. 

 Pupils and parents will be informed of the complaints procedure. 

 Pupils and parents will be informed of consequences for pupils misusing the 
Internet.   

 
 
Introducing the e-safety policy to staff and pupils 

 All staff will be given the School e-Safety Policy and its importance explained. They 
must sign to agree that they have read it and understood the contents. 

 Teachers will introduce the policy to children in child-friendly terms, referring to the 
‘Zip it, block it, flag it’ scheme that is currently in use at the school. 
 
 

Enlisting parents’ and carers’ support  

 Parents and carers attention will be drawn to the School e-Safety Policy in 
newsletters, the school prospectus and on the school Web site.  

 The school will maintain a list of e-safety resources for parents/carers, which will be 
available on the school website 

 The school will ask all new parents to sign the parent /pupil agreement when they 
register their child with the school.  

 
 
Policy Review 

 This e-safety policy was written in February 2016 by the IT Coordinator. It was 
discussed and agreed with the SLT, staff and Governors. 
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 It will be reviewed in February 2017. 


